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A Firewall is responsible for the security of a network, as it monitors both incoming 
and outgoing traffic and takes the decision whether to allow the traffic or not. This 

decision is taken based on a set of rules defined by or for the company. Hence, it isn’t 
incorrect to say that a Firewall is the first set of defense mechanisms that threat 

actors encounter. It plays a crucial role in preventing threat actors from acting. 
In light of the above fact, Digitaltech Media interacted with leading Firewall vendors 

to gauge the growth, challenges, and solutions available in the Firewall industry.  

How big is the 
Firewall-as-a-Service 
Market in India?

A Sophos study 
found that more 
than one-half of 
organizations surveyed 

across 26 countries 
were hit by ransomware 
in 2019. In India, 
82 percent of the 
organizations surveyed 
admitted to being hit by 
ransomware, reiterating 
the heightened need 

for increased network 
security. 

“At the high end, 
the big-game hunting 
ransomware families 
will continue to refine 
and change their 
tactics, techniques, and 

procedures (TTPs) to 
become more evasive 
and nation-state-like in 
sophistication, targeting 
larger organizations 
with multimillion-dollar 
ransom demands,” 
reiterated Sunil Sharma, 
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Managing Director- 
Sales( India & SAARC), 
Sophos.

According to PwC 
India, the Security 
Market in India is 
expected to reach US$ 
3.05 Billion by 2022 
end,  with a CAGR of 
15.6%. Out of which, 
around 18-22% will be 
spent on Firewall alone. 
This indicates how 
big the Firewall-as-a-
Service Market can be 
in the years to come. 

Where Does a 
Firewall Fit In the 
Security Model? 

Today the Firewall 
has become a 
perimeter device, which 

acts as a security guard 
for organizations and 
their network, allowing 

traffic based on source 
and destination. 

“Most organizations 

have migrated to the 
cloud post-pandemic, 
and Firewalls, too, are 
becoming flexible in 
the deployment of the 
cloud. They support 
cloud-integrated 
infrastructures and 
workloads and also 
have the scalability and 
flexibility that cloud-
hosted applications 
demand,” stated Murali 
Urs, Country Manager 
- India at Barracuda 
Networks.

Different Roles of the 
Firewall

The Firewall plays 
different roles in 
different networks. 

SunIl Sharma 
Managing Director- Sales 
(India & SAARC), Sophos

muralI urS 
Country Manager -  
India at Barracuda Networks

An organization’s 
security solutions 

must include a modern 
high-performance, 

next-gen firewall with 
IPS, TLS Inspection, 

zero-day sandboxing, 
and machine learning 

ransomware 
protection.

Our Barracuda 
CloudGen Firewalls 

are the industry’s first 
solutions purpose-built 

for securing cloud-
connected networks. 

They protect the users, 
applications, and data 

of an organization, 
regardless of what the 

infrastructure looks 
like. 
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For instance, for 
financial organizations, 
speed translates to 
productivity. They 
need a firewall that 
offers the highest 
security compute rating 
for IPsec-encrypted 
performance, allowing 
them to maintain 
business continuity 
while sustaining 
ongoing operations.  

On the other hand, 
large manufacturing 
and energy companies 
need a firewall for 
protecting critical 
applications running 
across sensitive 

infrastructures. Similarly, 
e-retail and e-commerce 
providers require a 

Firewall to manage 
capacity requirements 
and support up to 

tens of millions of 
user connections per 
second in a virtual 
business environment. 
Advanced 
pharmaceutical 
research, oil and gas, 
and government 
organizations require 
a Firewall solution 
that supports the 
rapid transfer of large 
datasets by supporting 
multiple 100Gbps 
elephant flows. 

And in the case of 
Cloud providers and 
large enterprises, they 

must segment massively 
scalable virtual 
networks. Firewalls 
in these networks 
need to enable 
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•  A Firewall is a complex solution.

•  The increased need for Remote VPN’s scalability due to the pandemic. 

•  Cloud migration.

•   The latest security trend Security Access Service Edge (SASE) hittingw the 
world of cybersecurity for enterprises.

•   Mitigating the OWASP top 20 automated threats

Firewall Challenges

ShIbu Paul 
Vice President- 
International Sales,  
Array Networks

Firewalls can also 
be customized to the 

company’s needs and 
Array Network’s Web 

Application Firewall 
(WAF) is one of the best 

examples. The biggest 
benefit of this firewall 

is its flexibility and 
convenience in accessing 
large numbers of users 

anytime, anywhere from 
a variety of devices



secure and super-fast 
communication without 
impacting performance.

Role of next-gen 
Firewalls 

The cyber-
threat landscape is 
continuously evolving 
in both sophistication 
and sheer quantity of 
attacks. As a result, 
Next-generation Firewall 
is gaining popularity 
over traditional Firewalls 
as they help counter 
evolving security 
threats.

“Next-generation 
firewalls (NGFWs) have 
become the first line of 
defense for enterprises 
across the world by 
mitigating blind spots 
and providing critical 
security controls within 
virtual infrastructures,” 
stated Shibu Paul, Vice 
President-International 
Sales, Array Networks.

As the threat 
landscape rapidly 
expands due to co-
location and multi-
cloud adoption, and 
businesses grow to 

satisfy increasing 
customer needs, 
traditional firewalls fall 
further behind, unable 
to offer protection at 
scale. 

“Next-generation 
firewalls provide 
organizations with 
SSL inspection, 
application control, 
intrusion prevention, 
and advanced visibility 
across the entire attack 
surface,” pointed 
Michael Joseph, 
Director System 
Engineering, SAARC at 
Fortinet.

Choosing the Best 
Firewall Solution

So, how can 
companies choose the 
best Firewall solution 
to match their needs? 
Well, according to 
Shibu Paul, Vice 
President-International 
Sales, Array Networks, 
“Choosing a firewall 
cannot be a random 
act.”

 “An organization 
needs to consider 
various factors before 
determining which 
Firewall solution or 
device needs to be 
utilized. Visibility and 
control of applications, 
protection, and 
prevention from threats 
and similar points need 
to be considered before 
investing in a firewall,” 
he added. 

The only way of 
solving a complex 
problem is by making 
the product simple. 
To aid the simplicity 
component, Barracuda 
offers CloudGen 
Firewall and CloudGen 
WAN solutions with 
easy features at every 
phase of Firewall usage. 

On the other 
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The power to provide 
the security that today’s 

networks require is 
only possible by using 

purpose-built hardware. 
Fortinet’s latest NP7 
network processor - 

enables an astronomical 
performance and 

unparalleled capacity, 
all delivered in the 

industry’s most cost-
effective security 

platform.
mIchael JoSePh 
Director, System  
Engineering,  
SAARC at Fortinet
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hand, Fortinet Security 
Fabric, FortiGate 
has been specifically 
engineered to deliver 
the scalability and 
performance required 
for the networks of 
today and tomorrow by 
enabling an innovative, 
security-driven 
network approach that 
seamlessly integrates 

networking with 
security. 

“It provides the 
highest Security 
Compute Ratings in 
the industry to meet 
the extraordinary 
demands of the data 
center security,” opined 
Michael Joseph, Director 
System Engineering, 
SAARC at Fortinet.

Final Thoughts
To sum up, there 

is no denying that 
the Firewall industry 
is witnessing several 
challenges, such as 
adaptability, flexibility, 
risks of firewall policy, 
etc. This requires 
companies to update 
and revamp their 
Firewalls constantly, 

based on the changes 
taking place in their 
organizations. Policies 
should be framed to 
differentiate between 
legitimate and potential 
threats. Apart from 
this, Firewalls need to 
be more sophisticated 
to handle the 
changing cybersecurity 
environment. 
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Working for the IT sector was always a dream for 
Debasish Mukherjee who is currently the Vice 
President - Regional Sales for SonicWall APAC. It 

was in 1999 when he started working for the IT sector after 
earning his MBAdid he realize that his dream has finally been 
fulfilled and he could not thank enough when he received the 
opportunity to work in India and the Middle East in various 
roles. 

“As young professionals we believe in following our 
dreams and I was fortunate enough to chase mine,” cites 
Debasish. 

His initial assignment however was challenging, as 
he had to focus on successfully constructing cross-
functional teams as well as managing and driving 
partner and customer relationships in various 
organizations. Debasish started his career with 
Dell as regional sales manager before moving 
to Huawei as regional sales director prior to 
joining SonicWall. As his career unfolded, 
Debasish had the privilege of gaining 
extensive experience in channel 
sales,data center solutionsand 
IT infrastructure solutions 
across verticals. Throughout 
his journey, he has workedin 
large organizations and got the 
opportunity to learn and work 
closely with sales teams of various 
technology companies. 

Debasish has been a part of 
the security industry for the last 
7 years.In his last 20 years of 
sales experience, he has worked in 
almost every part of India and has 

Debasish Mukherjee 
loves to take up  

new Challenges and 
Chase New Goals

DebaSISh mukherJee 
VP, Regional Sales -APAC, SonicWall 
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enjoyed working with 
countless customers and 
partners. 

“The Indian market is 
dynamic and complex in 
nature and every region 
is culturally different 
and even business 
practices are varied.But 
as far as the security 
market is concerned, 

I believe India has 
immense potential for 
vendors and is growing 
exponentially,” explains 
Debasish.

A name synonymous 
with SonicWall

Debasish, who has 
been with SonicWall for 

almost a decade has also 
been recently promoted 
to a bigger role to 
oversee regional sales 
for the APAC region. 
While recounting his 
journey at the company, 
he points out that 
SonicWall paysattention 
to hiring of resources, 
grooming them, while 
simultaneously giving 
new appointeesample 
opportunities for 
growth. 

“I am one such 
example amongst 
many,” he proudly 
states. “I personally 
believe in three key 
principles and I drive my 
team towards those - 
integrity, discipline and 
fostering trust. There is 
no shortcut to success 
and with these three 
fundamental beliefs, I 
along with my team, 
have established and 
grown the India business 
of SonicWall. I am 
nowchallenged to bring 
about similar results in a 
broader geography and 
look forward to seeing 
results.”

Rapport with the 
Channel

Being a lean team, 
it is important that 
SonicWall maintains 
a broader channel 
outreach in order to 
connect with multiple 
customers spread across 
different regions. It is 

equally important that 
the channel program is 
aligned with SonicWall’s 
brand positioning 
and is communicating 
consistently with 
customers. 

Majority of its 
partners have been 
working with the 
company for over two 
decades, and as its 
business continues 
to grow, SonicWall 
continues to add more 
channel partners to 
the ecosystem. “We 
incessantly work 
alongside our partners 
so that they are adept 
at addressing today’s 
cyber security needs 
of organizations of all 
sizes. Our relationship 
with channel partners is 
important for furthering 
business interests 
of both,” Debasish 
comments.

2021 will be a big 
year for SonicWall and 
its channel partners 
as the company 
continues to yield more 
impressive outcomes 
than ever before, and 
its technologies and 
intelligence capabilities 
become smarter 
each year.It is making 
significant investments 
in the company 
that will specifically 
benefitpartners. 

At the same time, 
SonicWall continues 
to address its partners’ 



employee training and 
skilling needs and draws 
up incentive schemes 
which factor in training 
and upgrading by the 
salespeople. 

“To this end, we 
have the SonicWall 
University which is a 
sophisticated online 
partner enablement 
platform created to 
keep SecureFirst Partner 
Sales Representatives, 
Pre-Sales and Support 
Engineers at the 
forefront of selling 
today’s cyber security 
solutions. The platform 
offers free training 
with pathways for 
partners to earn their 
SecureFirst Sales, 
Technical and Support 
Accreditations. Till date, 
SonicWall University 

has trained over 1000 
salespersons,” explains 
Debasish. 

Growth predictions for 
2021

Cyberthreats are 
increasing exponentially 
as are the market 

opportunities for 
SonicWall. Market 
research indicates 
customers are 
increasingly interested 
in cloud security, email 
security, advanced 
endpoint security 
and container based 

security. Integrated risk 
management with a 
single-pane-of-glass 
management and 
visibility is the current 
need. 

SonicWall has 
heavily investedin 
R&D to build solutions 
customers are looking 
for. Today, SonicWall 
and its portfolio is in 
a great position to 
offer comprehensive 
cybersecurity solutions 
for organizations 
ranging in various sector 
and size. 

“I believe we have 
great opportunities 
waiting for us in 2021 
and beyond and look 
forward to what this 
year brings,” says 
Debasish while summing 
up the conversation. 
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Digitaltech Media 
interacted with the 
channel partners 
to understand their 
perspective on the 
firewall-as-a-service 
industry, the key trends, 
and challenges. 

Firewall-as-a-service 
industry in India and 
the Future 

According to Rajesh 
Kumar, Vice President 
– Business Unit, Inflow 
Technologies Private 
Limited, “Within Cloud 
Security, the Firewall-
as-a-service (FWaaS) 

industry is fast emerging 
resulting in increased 
adoption of firewall 

FWaaS to Witness Tremendous 
Growth in India: Channel Partners

raJeSh kumar 
Vice President – Business Unit,  
Inflow Technologies Pvt. Ltd.

Globally, the Firewall as a Service (FWaaS) market surpassed USD 1.30 Billion in 
2020, growing at a CAGR of over 25%. In India, the adoption of FWaaS model is also 
on the rise. Reason being enterprises have begun to realize the value of investing in 

FWaaS as opposed to investing and managing their solution. 

Organisations had 
to embrace new 

practices for working 
remotely and digital 

ways of doing 
business became 
the new Business 

Continuity Plan 
(BCP) for various 

organizations. 
Pandemic has given 

a push to adoption of 
Security as a Service.
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products & solutions. 
Additionally, the small 
and medium enterprises 
are also gradually 
adopting FWaaS, as 
it provides them with 
simplified management, 
comprehensive 
protection services, 
customized firewall 
solution, and cost-
effective features.” 

However, Tushar 
Parekh, MD, Silicon 
NetsecurePvt. Ltd. 
thinks that the key 
trends of the FWaaS 
market are the rising 
inclination of firewall 
suppliers to sign 
strategic partnerships 
with cloud-based 

organizations for 
increasing their 
customer base. 
Furthermore, the recent 

cyber-attacks combined 
with a growing 
number of government 
initiatives worldwide to 

improve customers’ 
knowledge around 
security problems have 
pushed the firewall 
as a service market 
further.

But, Manish B. 
Sanghrajka, Director, 
Comprompt Solutions 
LLP, believes that the 
Firewall in the SAAS 
model has not grown 
as expected since 75% 
of the workload is still 
on-premises. However, 
he also feels that 
customers are gradually 
migrating from on-
premise to cloud, 
which implies that 
Firewall as a Service 
industry is bound to 
grow in the future. 

TuShar Parekh, MD, Silicon Netsecure Pvt. Ltd.

manISh b. SanghraJka, Director, Comprompt Solutions LLP

The rising number of 
internet users, growing 

banking, financial 
services, and insurance 

(BFSI) sector, and 
increase in research 

& development 
investments for security 

infrastructure are the 
key factors driving the 

firewall as a service 
market.

We  focus on end 
solutions,  and 

understand client 
requirements to plan, 

design, and implement 
security solutions with 

the help of various 
product vendors such 

as Fortinet, Sophos, 
GajShield, Sonicwall, 

and Checkpoint among 
others.
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Firewall Industry 
Trends 

So what are the 
trends that will fuel 
the growth of the 
firewall industry? 

Well, increase in 
adoption of cloud-
based services 
specifically among 
Small & Medium 
Enterprises, rise in 
IT infrastructure 
complexities coupled 
with changing 
threat landscape, 
Remote workers, 
and integrations to 

SureSh g, Director,  
eCAPS Computers Pvt. Ltd.

The FWaaS industry has grown 
at a rapid pace. Some 30 years 
ago, nobody thought that every 
home would have two TV sets, 
but it has become a norm now. 
Likewise, every home will now 
have a firewall in the next 5-6 

years. The primary reason 
behind this will be cyberattacks. 

Also, every industry today 
wants to embrace the WFH 
culture, as both security and 

data are crucial to the growth 
of the organization
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cloud services like Office 
365 and AWS, unifying 
the firewall across all 
resources can fuel the 
growth and emergence 
of the FWaaS. 

According to Suresh 
G, Director, eCAPS 
Computers Pvt. Ltd., 
the FWaaS industry has 
witnessed tremendous 
growth in India. It has 
grown almost 300% 
compared to the 
previous year. Owing 
to the pandemic, 
companies and their 
employees were forced 
to adopt the WFH 
culture. As a result, 
there has been a 
constant demand for 
virtual firewalls. 

“Firewall comes in 
a box that offers both 
data protection and 
virtual private network. 
Now, this same box has 

taken a different shape 
owing to the pandemic 
and WFH culture. It 
has now become an 
appliance that does a 

host of other things, 
aside from offering 
firewall protection,” 
opined Suresh. 

Echoing similar 
sentiments, Azad Singh 
Chauhan, Director, 
TC InfotechPvt. Ltd. 
commented that 
increased demand for 
network protection, 
privacy, advancement in 
IoT, as well as a greater 
risk of vulnerability shall 
result in the growth of 
the firewall industry.

D K Bajaj, Director, 
DM Systems Pvt. Ltd. 
on the other  hand 
observed that continued 
innovation and 
understanding of the 
customer pain points 
will help the industry 

azaD SIngh chauhan, Director, TC Infotech Pvt. Ltd

D k baJaJ, Director, DM Systems Pvt. Ltd.

With over 17 years of 
experience in selling 
firewall, our team is 

capable of delivering 
continuous performance 

through the offering of 
personalized support and 

service.  We were fully 
operational during the 

Covid-19 lockdown period 
and also offered full 

support to our partners/
customers.

With the ongoing trend 
of cloud networking 
and WFH, the use of 

firewalls has increased 
exponentially. Given the 
scenario, where major 

firms are giving remote 
access to their employees 

and thus risking their 
network, firewall plays a 
crucial role in a complete 
network infrastructure.
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grow consistently.Bajaj 
also thinks that while 
virtual firewalls will 
grow gradually, the 
demand for the physical 
firewall will continue to 
exist and rise further.

Challenges and 
Threats

With the spurt in the 
adoption of the cloud, 
the traditional firewall 
technology is no longer 
a reliable tool to cope 
with the new challenges. 
These challenges, 
primarily related to 
cloud adoption, have 
pushed the customers 
to look for solutions that 
fix the gaps emerging in 
network security. 

“To counter this, the 
firewall vendors offer 
Hybrid cloud security 
solutions. Vendors are 
offering firewall with 
full network visibility 
and monitoring across 
cloud and –premises 
environments enabling 
integrations and access 
control management,” 
pointed out Kumar of 
Inflow Technologies.  

Sharing his 
perspective, Azad of TC 
Infotech elaborated that 
more than half of cyber-
attacks are targeted at 

small businesses because 
they typically have less 
or no security. 

“To tackle this 
challenge, we help 
clients understand 
the importance of 
firewall in their network 
through seminars, 
events, and social 
media. We also provide 
a free consultation and 
installation support 
to our customers 
for their ease and 

understanding,” 
reiterated Azad.

Sharing similar views, 
Pratik Shah, Owner, 

ITCG Solutions Pvt. Ltd 
stated that the threats 
in the firewall space 
are getting complex. 
“ITCG with Professional 
Services makes sure that 
appropriate solutions 
get the design according 
to customer requirement 
and get it implemented 
with best practices 
and continuously 
monitored,” explained 
Shah. 

Products and Solutions
As a Cyber Security 

Partner to its valued 

customer, ITCG offers 
Firewall as a Service with 
deployment choices of 
On-Premises, Virtual, 
or Cloud solutions. 
Along with FWaaS, 
ITCG also provides 
Endpoint Detection and 
Response, Anti-Phishing, 
Mobility, Access Control, 
and Vulnerability 
Management as a 
Service Integrated with 
its Managed Service 
Platform.

Silicon NetsecurePvt. 
Ltd., on the other 
hand, believes that the 
right firewall for any 

PraTIk Shah, Owner,  
ITCG Solutions Pvt. Ltd.

Enterprises have taken 
initiatives on adopting Public 
or Private Cloud Services in 
India like never before due 

to which we have witnessed 
increased demand for Cloud 

Security and especially Virtual 
Firewall to protect workload 
against unauthorized access 

and unprecedented, targeted 
attacks. Other major drivers of 
FWaaS market are centralized 

policy management and 
simplified installation for 

distributed enterprise 
networks.

FE
a

TU
RE

 S
TO

RY

FEBRUARY 2021



company is the one that 
matches their current 
requirements and can 
handle future needs too. 

Similarly, eCAPS 
Computers offers 
products primarily 
related to cybersecurity 
and others such as anti-
firmware, anti-spyware, 
anti-virus, anti-spam, 
etc. 

“As the platinum 
partnerof Sonicwall, 
our focus is going to 
be on storage and 
cybersecurity. We will 
also emphasize on 
offering products in 
the area of Privileged 

Access Management 
and Internet Website 
Security,” Suresh 
clarified.

Vendor Support
Security vendors 

support channel 
partners by keeping 
their service team 
updated about their 
innovations consistently. 
They continue to help 
and guide channel 
partners to integrate 
their solutions to offer 
simplified and integrated 
security solutions to 
customers. 

“Being SonicWall’s 

Platinum Partner, 
we receive help in 
planning and visioning 
for transactions. 
SonicWall provides us 
with requisite technical 
expertise as well as 
marketing and sales-
related strategies,” 
explained Azad of TC 
Infotech.

Conclusion
Channel partners 

believe that the 
pandemic has 
transformed the views 
of companies and their 
management members. 

The COVID-19 

crisis has exposed 
organizations to 
different scenarios, and 
their IPs and confidential 
data are at the mercy 
and conduct of their 
employees simply 
because they work 
remotely, either in-office 
or personal laptops, with 
no firewall protection. 
Partners also feel that 
the need to adhere to 
regulatory compliances 
and the lack of technical 
expertise among the 
enterprise staff are some 
of the main factors that 
have led to the growth 
of the FWaaS market.
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According to a 
report by the 
World Union 

of Arab Bankers, the 
Middle East was one 
of the most-targeted 
in the world by 
cybercriminals in 2019. 
According to another 
report published by 
cybersecurity firm 
Dark Matter between 
October 2018 and 
March 2019, the 
United Arab Emirates 

market has witnessed 
agrowing number of 
attacks during this 
time.According to 
Symantec’s Internet 
Security Threat Report, 
2019, the United 
ArabEmirates ranked 
among the top 10 
countries experiencing 
targeted cyberattacks 
from unknownthreat 
actors between 2016 
and 2018.

“This was solely 

for the reason 
that businesses in 
the Country were 
running outdated and 
unsupported software. 
This affected maximum 
number of organizations 
as unpatched 
vulnerabilities provide 
cybercriminals with easy 
access to the company’s 
assets,” says Alireza 
Mohammadzadeh, 
Information Security 
Strategist. 

Yet another report 
by Norton – the 2017 
Norton Cyber Security 
Insights Report stated 
that hackersstole around 
AED 3.86 billion from 
3.72 million consumers 
in the United Arab 
Emirates in 2017.

However, the Middle 
East has never been a 
significant target for 
cyberattacks. It is only 
in recent times because 
of rapid digitalization 

Firewalls to gain higher 
traction in the UAE market 

in the post Covid-19 era 
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in countries like the 
United Arab Emirates 
and Saudi Arabia has 
triggeredthe number 
of connected devices, 
opening new gateways 
for cyberattacks.

The growing Firewall 
market

Firewall is a growing 
market segment, which 
is evident from the 
global market figures 
that expects it to grow 
from USD 3.8 Billion in 

2020 to USD 10.5 Billion 
in 2025. Along with 
the global market, the 
UAE market too is going 
to see a rapid growth 
during this period, 
given the prevailing 
security challenges and 
concerns. 

The sectors that has 
seen a huge growth 
of the firewall market 
in this region are - 
Aerospace and Defense, 
BFSI, Healthcare, 
Manufacturing, 
Retail, Government, IT 
&Telecommunication 
and other End users.

No wonder firewall 
vendors are going to see 
a lot of opportunities 
as the demand for 
firewall will surge from 
businesses of every 
size. The present key 
players in this marketare 
Cisco Systems, Fortinet, 
Inc., Check Point 
Software, Palo Alto 
Networks, Barracuda 
Networks, Forcepoint, 
Zscaler, Juniper 
Networks, WatchGuard 
Technologies, and 
Sophos Ltd.

Additionally, various 
venture capitalists and 
investors are keeping 
an eye for investments 
as the Covid-19 has 

provided new growth 
opportunities for the 
vendors in the market. 

Among other things, 
Alireza points out 
that partnerships are 
helping to shape the 
market landscape in this 
region. “For instance, 
in April 2019, STC 
partnered with Netscout 
to strengthen cyber 
defense capabilities to 
protect infrastructure 
against Distributed 
Denial of Service 
(DDoS) attacks. The 
collaboration enables 
STC to provide a higher 
level of DDoS protection 
to its clients in the 
country,” he says. 

In the past years, 
cyber criminals have 
successfully targeted 
telecommunications, 
governments, and other 
critical infrastructure, 
resulting in a huge 
loss to these sectors in 
terms of sensitive data 
compromise.The firewall 
market is therefore 
expected to witness 
the fastest growth in 
the Asia-Pacific (APAC) 
region. 

“The growing market 
of firewall can also 
be attributed to the 
increasing number of 

alIreza mohammaDzaDeh 
Information Security Strategist
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SMEs, the growing 
vulnerabilities in digital 
communications 
networks and supply 
chains, growth inthe 
user base of online 
consumers, the 
deficient cybersecurity 
infrastructure and the 
subsequent focus of 
the governments of 
regional countries on 
data security,” explains 
Alireza. “For example, in 
2018, the Personal Data 
Protection Commission 
of Singapore imposed 

penalties of around $ 
4,200 and $ 5,000 on 
Grabcar, a carpooling 
firm, and Club the 
Chambers, a network 
gaming center, 
respectively, for two 
separate data breach 
cases, as both of them 
did not make reasonable 
security arrangements 
for people’s personal 
data.”

And so…
The Enterprise 

Firewall Market is 

expected to grow at a 
CAGR of 9.69% over the 
forecast period (2021 - 
2026). The emergence 
of cloud technology 
is also seeing firewalls 
being deployed that 
addresses any traffic 
workload and enforces 
similar policies across 
the organization.

Most importantly, 
Covid-19 has 
accelerated the 
adoption of cloud 
infrastructure and 
services as well which 

has made the businesses 
to shift to cloud-based 
firewall and firewall-
as-a-service. “In June 
2020, MrOwl, a Social 
Cloud Storage platform 
that combines search, 
social, and digital 
organization, started 
offering comprehensive 
resources and tools 
to enable the users to 
safeguard themselves 
and continue being 
productive in the era 
of work from home 
(WFH),” cites Alireza.
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•  Ensure the best protection: An organisation’s security solutions must include a next-gen firewall with 
IPS, TLS Inspection, zero-day sandboxing, and machine learning ransomware protection. 

•  Reduce the surface area of attacks: Thorough and periodic reviews of all port-forwarding rules help 
to eliminate any non-essential open ports. Where possible, VPN should be used to access resources on the 
internal network from outside rather than port-forwarding. 

•  Enable TLS Inspections: TSL inspection, with support for the latest TLS 1.3 standards on web traffic, 
ensures threats are not entering a network through encrypted traffic flows.

•  Minimize the risk of lateral movement within the network: A good way to do this, is to segment 
LANS into smaller, isolated zones or VLANs that are secured and connected by the firewall.

•  Automatically isolate infected systems: When a ransomware or other attack strikes, it’s important 
that IT security solutions are able to quickly identify compromised systems and automatically isolate them 
until they can be cleaned up, to prevent spread to other systems on the network.

•  Use strong passwords: Last, but not least, strong passwords are critical. Sophos also recommends 
setting multi-factor authentication for VPN access, email, and other accounts that contain sensitive 
information.

Firewalls are an important part of the security system of an organization. Sophos UAE therefore recommends 
certain Best practices for firewall that can help defend against ransomware - 
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