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Gavin StrutherS upholdS the  
‘Channel First’ Vision oF sophos  

to serVe Customers Better 

If there is one thing that Gavin 
Struthers, Regional Vice President – 
Asia Pacific & Japan, Sophos fervently 
believes in the most then that would 
be the fact that people learn the most 
when working through adversity and 
challenges, whether it is in business or 
one’s personal life. What is even more 
inspiring about him is that he loves 
sharing and implementing some of the 
lessons he learnt in his past years with 
his team, the partner community and 
the larger ecosystem.

Gavin has had the privilege to have 
worked on five continents and in 
leadership roles across sales, general 
management and in the channel 
ecosystem for more than 20 years. “A 
few core areas of my past experience 
like working across diverse cultures 
in developing and mature markets; 
working on channel ecosystems and 
nurturing partnerships; interacting 
with a range of customers from 
the SMB segment to the largest 
government and enterprise 
organizations – have afforded me the 
opportunity to absorb a broad range 
of insights and perspective,” says 
Gavin.

Current Role at Sophos
In the last two decades, 

cybersecurity has evolved from being 
only a technology-oriented concern for 
organizations to being an integral part 

of an organization’s business strategy. 
It is today critical to an organizations’ 
approach to business risk.  

“While early attacks resemble 
typical malware and social engineering 
techniques still used today, the levels 
of complexity, sophistication and scale 
are unprecedented now,” explains 
Gavin. “What hasn’t changed is the 
need for ongoing awareness and 
vigilance from all stakeholders in 
the fight against cybercrimes in 
its various forms.”

His current role at Sophos 
highlights this very change 
that is witnessed in the larger 
prospects of cyber security 
today. His core responsibility 
as the Senior Vice President 
ofSophos Asia Pacific and 
Japan is to drive the APJ 
region towards the vision 
of protecting people from 
cybercrime with powerful 
& intuitive products and 
services, while making 
sure that the entire 
ecosystem in the APJ 
region is aligned.

GaVIn StrutherS 
Regional Vice President –  
Asia Pacific & Japan,  
Sophos
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“My other major 
focus area, which is 
aligned to our vision, 
is to develop and lead 
the Sophos team to 
forge a thriving, hyper 
growth business with 
our partners to service 
our joint customers,” 
explains Gavin. “I also 
develop strategies 
and initiatives with a 
cross-functional team 
that enable Sophos to 
expand its market share 
while endeavoring to 
deliver the best possible 
customer and partner 
outcomes.”

Relationship with 
Channel

Having started his 
career with a system 
integrator in sales, 
Gavin has huge respect 
and empathy for the 

challenges faced by the 
channel community 
in the cybersecurity 
and IT ecosystem.A 
few of his most 
rewarding experiences 
have been working 
through opportunities 
and challenges in the 
trenches with partners, 
as a result of which he 
has developed amazing 
connections and 
relationships with many 
wonderful people in 
the channel community 
across the globe.

“I relish the 
opportunity to 
connect and hear from 
partners and I always 
encourage candor 
and transparency 
toward better mutual 
outcomes. It’s what 
I call a “give to get” 
partnership approach 

where we are both on 
the hook to deliver to 
each other in the value 
chain. I will always 
remind myself and our 
partners that unlesswe 
see “visible value” both 
ways, we might spend 
a lot of unproductive 
time having coffee and 
biscuits,” says Gavin 
with a giggle. 

So how does he wish 
to take the channel 
friendly image of Sophos 
forward? 

Gavin believes that 
unless channel partners 
are seen as an extension 
of Sophos, the power 
of true partnership 
might get defeated 
somewhere. 

“Sophos continues 
to think channel 
first, channel best 

in everything we 
do,” asserts Gavin. 
“Empowering the 
channel for success is 
about delivering the 
optimal combination of 
profitability, product, 
process and people. It’s 
what I call the “4Ps of 
partner relevance”,” he 
explains further.

Gavin sums up by 
saying that Sophos will 
always strive to provide 
its partners with world-
leading cybersecurity 
solutions that will in 
turn allow them to 
make good margin 
while doing business 
together. 

“And this will be 
accomplished with 
a smile, a win-win 
approach and a can-do 
attitude,” says Gavin 
beaming with pride.

CXO Talk
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Data privacy concerns 
will continue to drive the 
cyber security market in 
2021 and the Covid19 
pandemic has further 
acted as a catalyst 
for its growth. With 
cyber security threats 
becoming increasingly 
sophisticated and 
complex, the market 
is poised to grow in 
big numbers. However 
with a significant rise in 
cyber-attacks post the 
COVID-19 pandemic, 
investing in cyber 
security is no longer an 

option but has become 
a necessity.  

With employees 
continuing to work 
from their homes or 
migrating to a hybrid 
working model, zero-
trust network models 
will increasingly gain 
momentum to fortify an 
organization’s security 
posture. The collective 
view therefore from 
those in the security 
industry is that end-
points must be self-
reliant. The onus of 
protection thus moves 

Warning Bell for organizations as 
ransomware to become a Bigger 

threat in 2021

TRENDING STORY

manISh SInGh 
General Manager- SME Operations, Tata 
Teleservices Limited



from the network to the 
endpoint itself.

“In the new 
normal, businesses 
are evaluating how 
to establish effective 
controls over new 
working models — 
the home and office 
working model. This 
implies investing in a 
more effective end-
point, email and web 
security infrastructure, 
Remote Access 
powered by two factor 
authentication, Secure 
Cloud Applications 
among other initiatives,” 
reiterates Manish Singh, 
General Manager- 
SME Operations, Tata 
Teleservices Limited.

“As teams look for 

quick and convenient 
ways to message, 
share files, and bring 
distributed workforces 
together virtually, 

there will be a heavy 
demand from users 
for trusted vendors 
that focus on built-in 
security. Security teams 

will need to prioritise 
proper configuration 
and updates to keep 
sensitive assets secure,” 
believes Kartik Shahani, 
Country Manager for 
India, Tenable.

Kartik also points out 
that 2021 would also 
be the year businesses 
should start planning 
for worst-case scenarios 
in order to ensure the 
uptime and security of 
critical systems now and 
well into the future.

“It is very much 
predictable that the 
work from home or 
remote working scenario 
will take momentum 
and this will definitely 
influence or impact 
the cyber security 

TRENDING STORY

KartIK ShahanI 
Country Manager, India, Tenable 
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approach holistically,” 
opines Rajesh Thadhani, 
Executive Director – 
Digital Transformation & 
Services – Crayon India. 
“With WFH applied, 
more number of devices 
will be getting into the 
network, which will 
require more complex 
security layers to be 
put.”

Rajesh Maurya, 
Regional Vice President, 
India & SAARC, 
Fortinet too is of the 
same opinion. “Hybrid 
workforces are here 
to stay, and with the 
new IT infrastructures 
required to facilitate this 

shift come new security 
implications. Because 

the threat landscape 
is much broader with 

a hybrid workforce, 
companies are realizing 
their security needs are 
more complex than 
they were before. 
Having the right tools 
working together is 
critical for keeping an 
enterprise protected as 
its workforce shifts and 
evolves.” 

But what is 
even worse is that 
ransomware is not 
going anywhere, 
instead the frequency 
is only increasing every 
day. This is clearly 
reflected in the Sophos 

2021 Threat Reportthat 
analyzes the threat 

TRENDING STORY

raJeSh thadhanI 
Executive Director – Digital Transformation & 
Services – Crayon India

Now that cybersecurity is a major concern, what is Radware’s strategy in terms of 
protecting its customers from threats in 2021?

nIKhIl taneJa, Vice President and Managing Director, INDIA, SAARC , Middle East & GSI Radware
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landscape in 2021 and 
zeroes down on three 
key trends - 

• The gap between 
ransomware operators 
at different ends of 
the skills and resource 
spectrum will increase

• Everyday threats 
such as commodity 
malware will demand 
serious security attention

• All ranks 
of adversaries will 
increasingly abuse 
legitimate tools.

Sunil Sharma, 
Managing Director-
Sales (India & SAARC) 
– Sophos contends that 
with  Ransomware and 
other attacks continuing 
to become more 
sophisticated, the trends 
for security solutions 
will be towards Machine 
Learning enabled 
cybersecurity system 
that provides layered 
security. “New age 
threats will continue to 

circumvent preventive 
cybersecurity solutions 
like firewall and 
endpoints and this will 
give rise to the adoption 
of Managed Detection 
and Response (MDR) 
services.”

He further adds 
thatwhile these 
challenges will continue 
to impact businesses, 
there is an opportunity 

for security solution 
providers to leverage 
powerful and intuitive 
next-generation 
cybersecurity products 
and services that prevent 
threats and unwanted 
malwares from infecting 
networks and devices.

Learnings from 2020
The year 2020 has 

been nothing less than 

a roller coaster and has 
impacted people’s lives 
in more ways than one. 
The sudden global shift 
to remote working has 
mandated enterprises to 
take their cybersecurity 
infrastructure even more 
seriously. Most of the 
businesses, especially 
SMBs, simply do not 
have the capabilities and 
security infrastructure 
to battle against 
sophisticated attacks. 

“I think one of the 
biggest lessons that 
2020 taught us in terms 
of cyber security, is that 
expect the unexpected. 
2020 was not just a 
reminder but the last 
alarm that told us loud 
and clear on cyber 
hygiene practices. We 
saw and are still looking 
at businesses getting 
attacked every day. 
Hence, it is important 
for founders and CEOs 
to enforce simple 

raJeSh maurya, Regional Vice President, 
India & SAARC, Fortinet
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cybersecurity measures 
at the most basic levels 
of their organizations,” 
warns Rajesh Thadani. 

“Lastly, 2020 
highlighted the fact 
that data is the only 
worth saving asset, that 
must be secured at any 
rate to save businesses 
from succumbing to 
ransomware threats,” he 
further adds. 

“The pandemic 
has acted as a tipping 
point for digital 
transformation of the 
workplaces and we 
anticipate this to speed 
up further as technology 
is playing a huge role 
in enabling businesses 
to run remotely,” 
reminisces Manish. 

“With the business 
infrastructure going 
digital, our customers 
are realizing the need 
for security solutions to 
protect them from cyber-
attacks such as phishing, 

malware, data breach, 
ransomware etc.”

Partners to play a 
Bigger Role

The Channel has been 

playing an incredible 
role when it comes to 
updating themselves 
and staying in sync with 
the security OEMs. In 
fact they are the ones 
customers can turn to 
guide them to solve 
their security problems 
and have time and 
again proven themselves 
as the best ally for 
organizations. 

“It is because the 
channel is aware of 
all the areas in the 
business and the 
solution available for 
each specific problem. 
They keep better 
understanding about 
what a company needs 
and which are the best 
solutions that will help 

TRENDING STORY

SunIl Sharma, Managing Director-Sales 
(India & SAARC), Sophos  
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in long run,” observes 
Rajesh Thadani.

As customer 
requirements continue 
to evolve, it is essential 
that vendors are able 
to support partners 
in ways that facilitate 
their growth. “Fortinet 
continuously seeks to 
foster successful long-
term relationships with 
the channel through 
network security 
product innovation and 
partner enablement. 
We will continue to 
focus on developing 
new ways to provide 
channel partners with 
the products and 
services they need to 
help their customers, as 
well as grow  their own 
business,” cites Rajesh 
Maurya.

As their attack 
surface expands, 
organizations are 
increasingly turning 
to Tenable and its 
partners to help them 
see, predict and act 
to address their cyber 
exposure.

“Quick response 
times to customers is 
highly valued by our 
partners. To this end, 
we unveiled updates 
to its partner program, 
Tenable Assure in 
November 2020 which 
includes an all-new 
certification program, 

expanded service 
choices and a revamped 
partner portal. These 
additions enable 
partners to quickly 
address customer needs 
and simplify workflows,” 
explains Kartik.

Tata Tele Business 
Services has an extensive 
Channel Partner 

ecosystem spread across 
the length and breadth 
of the country. This has 
helped Tata in creating 
a long-term sustenance 
and a robust partner 
model. 

“We believe that 
when it comes to 
Cybersecurity, Business 
Customers will require 
some additional support 
and here is where 
Managed Services for 
Security comes into 

the picture. Enterprises 
can avail our one stop 
optimized market 
leading Cybersecurity 
solutions backed by 
our 24*7 services 
capabilities and trust,” 
explains Manish.

Seceon, which has 
recently signed Savex 
as its strategic VAD 

partner,too sees the 
channel playing a 
significant role in the 
cybersecurity domain, 
particularly in the 
managed security 
services. “Cybersecurity 
as a service is going 
to be a growth driver 
for channel partners as 
the industry enters into 
golden era for managed 
security services 
offering. But partners 
who are unable to grab 

this opportunity will 
face survival challenge 
as they will not hold 
significant relevance 
to their customers and 
partners,” cautions 
Chandra Shekhar 
Pandey, Founder and 
CEO - Seceon. 

And so..
It is sad to note that 

Indian organization are 
still in early stages of 
their adaption of Cyber 
Threat Detection and 
Remediation. It is for 
this reason that Indian 
organizations, both 
SMB and Enterprises will 
see significantly more 
breaches according to 
experts in 2021.

“These breaches 
will cause significant 
financial damage to 
organizations and we 
will also see more state 
sponsored breaches 
to collect top secret 
confidential information 
etc,” adds Chandra 
Shekhar.

It has therefore 
become important for 
organisations to start 
abiding by the rules 
and maintaining a high 
degree of compliances. 
They should realise 
the need to secure 
their security deficit 
and safeguard their 
applications and services 
before it is too late. 

Chandra SheKhar Pandey 
Founder and CEO - Seceon
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Read on to find out the 
partner community’s 
take on the security 
trends and landscape in 
India for 2021. 

The Cybersecurity 
Landscape in India

Cybersecurity has 
come a long way in India. 
“Today there are more 
than 150 cybersecurity 
vendors doing business 
in India with a large 
segment of startups even 

ransomware, WFh solutions and 
hybrid Cloud security to remain 

the top trends for 2021

nItyanand Shetty 
Founder & CEO, Essen 
Vision Software Pvt. Ltd.
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Cyberattacks continue to remain one of the leading business concerns. In particular, 
it poses significant risks to senior managers and could disrupt core operations aside 

from damaging a company’s brand. Given the current scenario, cybersecurity has 
become a prominent topic of discussion among companies of all scales and sizes.

Zero Trust, Governance 
& Data Privacy, Migration 

of In-premise Security 
Infrastructure to Cloud 

based solutions& a 
secure and a lighter 

desktop for WFH along 
with stronger security 

intelligence services 
will  be trending in the 

security market this year

JANUARY 2021



having established their 
business globally for 
their unique offerings,” 
shared Nityanand 
Shetty, Founder & CEO, 
Essen Vision Software 
Pvt. Ltd.

Many channel 
partners believe that the 
country has witnessed 
this shift largely due 

to the government’s 
thrust on Digital 
payments, GST, utility 
payments online, a 
surge of E-commerce 
& a plethora of 
lifestyle Mobile apps. 
Other factors that 
are contributing to 
changing landscape 
include increased 

adoption of the digital 
route for promoting 
business. 

“Launching 
cyberattacks in India 

is cheap, easy, and 
effective. Among 
the first few things 
that need immediate 
attention from the 
security perspective is 

that people in every 
organization must 
be trained to utilize 
and understand the 
digital assets. There 

must be the right 
control on every device 
and system that are 
connected,” reiterated 
Jitesh Chauhan, Rubik 
Infotech.

FEaTURE STORY

55% of enterprise  
executives plan to increase 

their cybersecurity budgets in 
2021 and 51% are adding full-

time cyber staff in 2021. For the 
past Twelve months, the global 

COVID-19 pandemic, along 
with the unprecedented shift 
to work-from-home for many 

employees, has altered the way 
both people and enterprises 
approach work and conduct 

business

Post COVID-19, the cyber-
attacks against India has 

surged, especially due to work 
from home adoption, which 

makes enterprises and users 
vulnerable due to inefficient 

and outdated VPNs. Denial of 
service (DoS), IP hijacking and 

phishing are the main three 
attack categories used by the 

threat actors.”

SanJay JanI 
Co-Founder & Director, Netlogic Solutions

JIteSh Chauhan, director,  
Rubik Infotech

JANUARY 2021
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Cybersecurity Trends 
for 2021

According to 
Sanjay Jani, Co-
Founder & Director, 
Netlogic Solutions, 
ransomware along 
with extortion rackets 
run by cybercriminals 
will remain one of 
the major concerns 

for security teams in 
2021. Jani also believes 
that vulnerability 
remediation will remain 
a struggle for many 
organizations in 2021 
and beyond. 

On the other hand, 
N. K. Mehta, CEO & 
MD, Secure Network 
Solutions India Pvt. Ltd., 

opined that in 2021 
companies will witness 
a spike in cybersecurity 
threats, and the top 
trends will include 

demand for secure 
WFH solutions, Remote 
Monitoring & Help Desk 
Solutions, Hybrid Cloud 
Security and increase 

in sophisticated email-
based attacks

However, for Vibhore 
Shrivastava, Co-Founder 
& MD of VIBS Infosol, 

the pandemic has 
been a huge learning 
experience that has 
taught him much 
about the real value of 

n. K. mehta, CEO & MD,  
Secure Network Solutions India Pvt. Ltd

VIBhore ShrIVaStaVa,  
Co-Founder & MD, VIBS Infosol

At SNS, we develop the 
required skillsets to design, 

implement, train and 
support our customers. 
Several vendors have 
a structured partner 
program and partner 
portals provide online 

sales, presales and 
implementation training

India has to focus on 
developing cyber-skilled 

manpower to address the 
challenges, not only for 

the local tasks but globally. 
For us to emerge as a 

global powerhouse in the 
area of cyber security, the 
government must focus on 

building certified and skilled 
cyber security professionals 

at the earliest

FEaTURE STORY
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security and agility. 
Shrivastava 

believes that in 2021, 
cybersecurity trends 
will flow majorly 
towards the Endpoint 
management suite, 
Network optimization, 
Email protection, and 
secured cloud practices. 

On the other hand, 
Manasi Saha, Owner of 
Macaws Infotechstated, 
“Due to budget 

constraints, many 
organizations will move 
towards cybersecurity 
as a service model and 
cloud security to help 
them combat new-age 
sophisticated threats, 
without investing 
heavily in resources,” 
she explained further. 

Echoing similar 
sentiments, Jiten 
Mehta, Director, 
Magnamious Systems 

stated that the top 
cybersecurity trends for 
2021 would revolve 
around ransomware 
and spoofing emails, 

whereas V Anand, CEO 
of Raksha Technologies 
Pvt. Ltd., believes that 
the top trends for 2021 
will include, Zero Trust, 

EDR/XDR, Cloud Access 
Security Brokers, Secure 
Web Gateway, Email 
Security Gateway & 
DMARC. 

Recommendations for 
Bolstering Security

According to Sanjay 
Jani, organizations 

JIten mehta,  
Director, Magnamious Systems, 

A combination of good 
cybersecurity strategy, 

services and next-generation 
cybersecurity solutions are a 

must for a strong cybersecurity 
and cloud security strategy. 

We are a Sophos partner and 
the vendor helps us to be on 
the top of threat landscape 

and secure our customers with 
Sophos’ threat intelligence, 

next-generation cybersecurity 
solutions, services and 

technology

FEaTURE STORY

India has to focus on 
developing cyber-skilled 

manpower to address the 
challenges, not only for 

the local tasks but globally. 
For us to emerge as a 

global powerhouse in the 
area of cyber security, the 
government must focus on 

building certified and skilled 
cyber security professionals 

at the earliest

JANUARY 2021

manaSI Saha,  
Owner Macaws Infotech
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must adopt preventive 
measures for bolstering 
information system 
security and avoid 
catastrophic disaster. 

“We recommend 
following best 
cybersecurity practices 
like complex passwords, 
Access control, 
patching, secure wifi, 
and regular backup. 
We also recommend 
creating a written 
cybersecurity policy is 
important as it serves 
as a guide for best 
practices and develops 
cybersecurity culture 
from top to bottom,” 
he explained.

Secure Network 
Solutions, on the 
other hand, supports 
its clients by offering 
On-Site, 24x7, Web, 
Email, and Telephonic 
support. The company 
also provides VA/
PT services, Security 

Audit, User Awareness 
Training, and advocacy 
workshops.

“With the sudden 
rise in cyber threats 

and different attack 
patterns, customers 
are now looking 
for endpoint threat 
management suite 

including, anti-malware, 
anti-Ransomware, EDR, 
MDR, APT, encryption, 
anti-phishing, APT, 
Email Security and 

V. anand, CEO,  
Raksha Technologies Pvt. Ltd

Zero Trust, Governance 
& Data Privacy, Migration 

of In-premise Security 
Infrastructure to Cloud 

based solutions& a 
secure and a lighter 

desktop for WFH along 
with stronger security 

intelligence services 
will  be trending in the 

security market this year



more,” pointed out 
Vibhore Shrivastava of 
VIBSInfoSol.

Shetty of Essen 
Vision Software opines 
that security is not a 
package, which can 
be itemized in a menu 
and offered to clients. 
“Security is a complete 
approach which we 
offer through our 
services starting with 
understanding the 
customer’s pain points, 
budgets, architecture, 
and priorities and 
accordingly help them 
design the solution,” he 
explained. 

Conclusion
As per several 

industry reports, 
the estimated cost 
of cybercrime may 
touch USD 6 Trillion in 
2021, up from USD 3 
Trillion in 2015. This 
isn’t just restricted 
to large enterprises 
but rolls into SMB 
business too. Aside 
from the monetary 
costs, the intangible 
costs include revenue 
loss due to downtime, 
loss of reputation & 
customer confidence, 
drop in share prices, 
costs associated 

with managing lost 
reputation, misuse 
of the data by the 
attacker, and ransom 
money, among others. 

Partners believe that 
there are many direct, 
indirect, tangible, 
and intangible costs 
of a cyberattack. 
“When we talk about 
a ransomware attack, 
the direct cost is 
the loss of business 
that is dependent on 
the assets that are 
encrypted. Indirect 
cost is the downtime 
needed to recover 
those assets either by 

paying the ransom 
or through backups. 
Intangible cost is 
the loss of trust of 
customers and brand 
equity in case of a 
breach,” elaborated 
Manasi of Macaws 
Infotech. 

Given the above 
cybersecurity trends 
and landscape, a  
combination of good 
cybersecurity strategy, 
services, and next-
generation solutions 
are what organizations 
will require for a strong 
cybersecurity and cloud 
infrastructure. 

FEaTURE STORY
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This has caused 
many companies in 
the UAE to increase 
their expenditure 
on cybersecurity 
technologies. As a 
result, it is projected 
that expenditure in the 
Middle East and African 
cybersecurity market will 
reach USD 66.5 billion by 
2025.

In this article, we 
take a closer look at the 
cybersecurity landscape 
and trends in the UAE 

for 2021. Read on to 
find out more. 

Top Cybersecurity Trends 
in the UAE 

As far as the booming 
cybersecurity industry in 
the UAE is concerned, 
it is witnessing several 
trends, such as an 
increase in automotive 
hacking due to drones 
and wireless cars. Also, 
the integration of 
artificial intelligence and 
machine learning with 

cybersecurity, as well as 
an increase in the usage 
of mobile apps that may 
contain vulnerabilities, 
are some of the other 
trends that the UAE 
market is currently 
witnessing. 

Muhammad Ali 
Agheli, Advisor at the 
UAE-based IT Security 
consultancy- Secaas 
thinks that increased 
use of cloud-oriented 
solutions, and IoT, which 
has led to the birth of 

new security issues, are 
two of the other trends 

Changing Trends prompt  
UAE Organizations to build a  

Robust Security Infrastructure 

UAE MARKETSCAPE

Cybersecurity attacks have become more sophisticated in the past couple of 
years, forcing companies in the UAE to ensure that their data, operations, as 

well as systems, are protected from cyber threats. Also, the cybersecurity 
solutions that were effective a few years ago are no longer feasible today. 

Between January and March 2019, the UAE alone experienced 1.1 million 
instances of phishing and 23 million malware attacks. Furthermore, a report 

from the Kaspersky Lab revealed that the region witnessed 3.16 million attacks 
in cryptocurrency-mining malware and as many as 5.83 million phishing attacks. 

MuhaMMad ali 
agheli 
Advisor, UAE-based  
IT Security consultancy- 
Secaas
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in the cybersecurity 
space. 

So what are the key 
challenges?

When it comes to the 
cybersecurity challenges, 
companies, both in the 
UAE and around the 
world, are facing three 
primary issues, including 
-

1. The increase in 
the use of online dating 
tools, as well as virtual 
communication, owing 
to the spread of the 
coronavirus. As a result, 
users must now ensure 
the highest security for 
such tools for effective 
communication. They 
also need to ensure that 
these tools are regularly 
updated while the 
security patches are also 
installed.  

2. Next is the 
prevalence of 
ransomware at very high 
speeds. It is particularly 
true for the Middle 
East and Third World 
countries owing to 
little awareness around 
cybersecurity among 
cyberspace users. 

3. IoT is another 
highly vulnerable area. 
The technology comes 
with new threats 
and risks. 

Billions of sensors will be 
installed everywhere, and 
they will further gather 
extensive data. As a 
result, safeguarding this 
entire data can be one 
of the major challenges 
for cybersecurity solution 
providers.

Cybersecurity Attacks- is 
there a Way Out? 

According to Agheli, 
both organizational 
culture and the training 
of security personnel 
can help prevent 
cyberattacks. 

“Simple steps such 
as choosing complex 
passwords, using 
secure methods and 
channels to send emails 
and documents, using 
digital certificates, 
and digital signatures, 
among others, are 
how organizations 
can train the staff and 
enhance their security 
infrastructure,” he 
explained. 

Additionally, there 
is also a need for 
organizations to use 
the latest hardware and 
software tools in the 
field of cybersecurity.

On the other hand, 
Sophos, a leader in the 

next-gen cybersecurity 
space, responsible for 
safeguarding nearly 
400,000 firms from 
advanced cyberthreats 
believes that its cloud-
native and AI-enhanced 
solutions are ideal for 
securing endpoints, as 
well as networks against 
evolving cybercriminal 
tactics and techniques. 

Sophos, which was 

recently announced the 
Common Vulnerabilities 
and Exposures (CVE) 
Numbering Authoring 
(CNA) as part of the CVE 
program, also offers 
protection against 
automated, as well 
as active-adversary 
breaches, ransomware, 

malware, exploits, 

data exfiltration, and 
phishing, etc.

“Sophos’ new 
status as a CNA is 
another example of 
our commitment to 
be transparent, and by 
having the ability to 
assign CVEs, we can 
provide the industry with 
pertinent information 
about our products 
faster. This allows 
organizations to more 
quickly assess security 
issues, determine the 
scale of urgency and 
prioritize updates,” 
stated Ross McKerchar, 
vice president and chief 
information security 
officer at Sophos.

Conclusion
With companies 

shifting towards the 
WFH environment 
and maintaining social 
distancing due to 
COVID-19 led pandemic, 
robust cybersecurity 
solutions have become 
more crucial than ever. 
Given the circumstances, 
more and more firms in 
the UAE will have to take 
lessons from 2020 and 
build capabilities, as well 
as strategies to protect 
themselves in the future. 

roSS mCKerChar 
Vice President and Chief 
Information Security 
Officer, Sophos
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